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Introduction

This document describes the installation and configuration of AlertMobile and the data transmission
between ALERT and AlertMobile.

AlertMobile is a smart phone application (app), developed for remote alarm management and
monitoring.

Supported smart phones

AlertMobile is designed to run on following smart phone platforms

e i0S, version 6 and later
e Android, version 2.2 and later

ALERT

About the system requirements, please have a look on our web site under the category FAQ.
For installation files, please contact the support team or use the form on the web page.

After the first start of ALERT, the following window will appear:

e L o
e —
[ e i ® aF @
e
e O « - = a
L
B
e

Hewe Type [Paraménes P JOURNAL
161448 INT Werwon 16 evaren | Bukd 22 egimed]
161501 L0GH ALERT Seletion

Verrouillage de la liste
| P | ot Adsmas | ] i | S vamad [ 2% Fappoms £ Locabiaien |
MLERT [Systéme) e 25 Cictaben 2012 - 1515 Diésoginn s plarring des guoupes dashierte
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AlertMobile driver

For the communication between the smart phone app AlertMobile and ALERT, there are 3 kind of
drivers in ALERT, existing since version 3.6 revision 1 build 22.

1. AlertMobile SMS, to communicate with the smart phone through a GSM modem by using the

SMS service

2. AlertMobile WIFI, for using an internal WiFi network or a direct mobile data connection (VPN
with fixed IP addresses for the SIM card)

3. AlertMobile Apple or AlertMobile Android to using the push services of the different

platforms via a mobile data or WiFi connection through the internet

To configure an AlertMobile driver in ALERT go to the tab Configuration/Communication

File Operation | Configuration | 7

______ Operetir
| [

W) ALERT
-~ & PORTGLY
—% Superyi

..... IE'] Tac
- Gro

On-call management...
User profiles...

User statuses...

Communication...

Vocal server...

Options...
Applications...
Toclbar...

Record messages by telephone
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The communication window will appear:

-

Communication

A=)

Pots | Dialing I Drivers

Port

|Status

ol

L}

Properties. .. Remove
Monitor... | [] Communication log Initizlize
| ok || cance || Ao Help

Select the Drivers tab:

-

Communication

L2 |

Yocal

Fora_| Dng | Drve

VolP driver (SIF)

Generic GSM-5MS

| Add.

] [ Properties ... ]

Remove

| oK

| [ Cancel || o

phy

Help

Click on the Add... button to get the list with the installed drivers of ALERT, see the points below.

Note: If you don’t find the according driver in the list, please select it within the installation routine of
the ALERT setup.exe.

16/05/2017

AlertMobile Configuration Guide

| 5/35 |




1. GSM MODEM / SMS communication

e Tick the checkbox “with GSM modem”
e Select the AlertMobile driver

-

Add drivers

Alert Direct
Alert Modem
Alert Socket
Alerthd obile
Alerthd obile Android

Alerttobile Apple
Alerthdobile[windows kMaobile)

Alerthd obilewiti

Agcom

Agcom Espa

Command

[1-Telekom Germarw - G5M [Germs
02 Meszage Plus Gemarny - GSM [ _

M2 anneernann Germnann]

m

| »

10

K

Cancel

Help

Country:

Germany

4

with G5k modem

b

Click on OK.

2. WIFI / DIRECT MOBILE DATA CONNECTION communication

Please add the AlertMobileWIFI driver

[ B
Add drivers @Iﬂ
Alert Direct I v
Alert Modem o ;J
Alert Socket |
Alerthobile =
Alerthdobile &ndroid

Alerthdobile Apple
o

Alerthob dows Mobile

Azcom

Azcom Ezpa

Command

D1-Telekaorn Germany - GSM [Geme

D2 Message Plus Germany - GSM (€ _

M2 b s e i (15 e ann]

Help

Country:

Germany

L]

with G5M modem

For using push notification services, please add the AlertMobile Android and/or Apple driver.

3. WEB / PUSH communication

[ ™
Add drivers M
Alert Direct p m
Alert Modem i -

Alert Socket A -
Alerthdobile ‘:

Alerthd obilelwindomws Mobile)
Alerthd obileiaifi

Ascom

Agzcom Ezpa

Command

D1-Telekom Germary - GSM [Germs
D2 Message Flus Germany - GSM (G _

N2 anneernaie (5 eernann]

Help

Country:

Germany -

with G5M modem

|
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After adding the drivers, they will appear in the Drivers list

r h
Communication m
| Digling | Drivers

Alert Mobile

Alert Mobile Android
Alert Mobile Apple
Alert Mabile Wi
Generic Email Driver
Generic GSM-SMS
Vocal

WalP driver {SIF)

| Add.. || Propeties.. | .
| ok || cancel || ook Hep | |
|

Click on OK

Now, the AlertMobile driver/s can assigned to the users.

User configuration

Please select or add a user:

File Operation Configuration 7

= K o < B Wt !
A & 4 & ::miEFE 2B o @
| | | l_ Supervizion @ Alert ©
@ ALERT o Users (1)
= & PORTGLY
EI % Supervizion Users Ce
- @@ Tags & ALERT
=-(5 Groups
: e @ hilerth obile Add 3 user..
EI ﬁ On-Call M anagement
______ a Users Paste
----- L8 Groups
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To create/add a user entry, please give a name and first name.

[T Off duty, substituted by:

Dial mumbers:

User record &lﬂ_hj
Identific.ation
Mame: Firzt M amne:
JOMES Sam Cancel
Language: Class:
Englisch (US4] ~ [+] [Opesstion -
Meszages...
[ Wirtual user ID: 002 Code:
Duty status

| | Schedule...

Id Type MHumber/dddress

Callz Ak

Add... Edit... Delete

©  Schedule |«

5

To Add an AlertMobile driver, please press on the Add... button on the left hand corner below.

1. GSM MODEM / SMS driver communication

As “Number type”, please select the AlertMobile driver and then enter your phone number:

Mumber / Address

=,

Hurnber tppe:

K

Alerthdobile

)

Mumber / Address:

112112112113

Attempt Aumber if call failz:

] Timeout befare new attempt [zeconds]:

IJzer call validated if successful call

Automatic call acknowledgment; es

N Attempt number if call not acknowledged:

G0 Drefault
i@ Mo Default |
2 Drefault

Timeout for zall acknowledgment [seconds];

Cancel

Help

il

3 Default |

200 Drefault

L

Confirm with OK.

] 16/05/2017

AlertMobile Configuration Guide

| 8/35 |




Now, your new user should have assigned the AlertMobile driver, like on the following window.

Please confirm with OK to store the user data in ALERT.

-

User record I. ? |ﬁ]
Identification
Firzst M ame:
Langeage: Clazs:
Englizch [LISA] - [Dperatinn "]
Mezsages...

[ Wirtual user ID: 002 Code:

Dty status

[ aof duty, substituted by

© Schedule...
Dhal numbers:

Id Type Hurnber/dddress Callz Ak

W O 1 Alerthdobile 12112112112 360 =) 2300 =) "

| add. || Edit. || Delste

& Scheduls |+

2. WIFI / DIRECT MOBILE DATA CONNECTION communication

The AlertMobileWifi driver

-

Mumber / Address l 7 ﬂh_J
Mumber bppe:
Blerthobilewi v
Murmber / Addregs:

112112112112
]
Atternpt number if call fail: |32 Drefault
| |
Timeout before new attempt [seconds]: | G0 Drefault
IJzer call validated if zuccessful call i
Autornatic call acknowledgment: Yes (@ Mo Drefault
Attempt number if call not acknowledged: |2 Default

Timneout for call acknowledgment [seconds];

300 Drefault
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3. WEB / PUSH communication

For using the push notification service use the AlertMobile Android or AlertMobile Apple driver

Mumber / Address l ? ﬁ_J
Mumber bppe: k.
Elerthobile Android v
MNumber / Address:

112112112112

]

Attermnpt number if call fails: |32 Drefault
| |

Timeout before new attempt [seconds]: | B0 Drefault

IJzer call validated if zuccessful call i
Autoratic call acknowledgrent: ez (@ Mo Default
Attempt number if call not acknowledged: |2 Default
Timeout for call acknowledgment [seconds) | 200 Default

Configuration of the communication part

1. GSM MODEM / SMS communication

For the transmission of data between ALERT and AlertMobile through SMS, a GSM modem and a
valid SIM card is required. Please also make sure that the signal strength of the mobile operators’
network is strong enough on the site you want to install the modem. If not, please try to use another
antenna or a Moxa Serial/IP converter (for further information, please have a look on our web site).

Please connect a GSM Modem to the USB/Serial port of the Server.

In Alert go to Configuration/Communication tab

File Operation | Configuration | 7

% ﬁq jﬁ On-call management...
User profiles...
“ ALERT User statuses...
= & PORTGL?
B@ Supervi AlertMobile

Communication...

B L On-Cal Vocal server...

m Gro Options...
Applications...
Toolbar..

Record messages by telephone
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The Following window will appear

-

Communication

A=)

Ports | Digling | Drivers

Fart [Status

i [l

2

Properties. ..

Monitor... | [C] Communication log

Remaove

Initialize

[ ok || cancel || 2pph

Help

Click on Add...

-

b

Communication Ports

todemsz [TAF

Q.

Modern standard
botorola USE Modem

Cancel

T

Help

Physical Ports [COR)]

COR3: RIM Virtual Senal Port w2 [COR3)
COkA: BIM Yirtual Senal Port 2 [COk4

COk14: Sierra Wireless Device B2

ISDM Ports [CAPI)

Dizplay only available COM ports

Select the GSM modem associated with the physical COM port and click on OK.
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Another window with the GSM modem parameters will be opened.

-

COM14: Port parameters

|- B S |

Link Type: | Haes Modem | [C]Relisf
Baud Rate: | 115200 -
Bits Stopz Farity
(S @ 1 (1 even @ none
@8 w2 () odd Prefis to dial
Floww Control [ Woice Modem
@ Mane () Hardware () Hon/<off [ Fax Madem

Incoming call management

[ Mo rezponge

)

[T Incoming call anly

[T GSMAPCS Modem
Carrier detect [DCD]

[ todem parameters... ]

b & cammunication 0
time [zec];

Please tick the checkbox GSM/PCS Modem

-

COM14: Port parameters

|- B |

|

d

Link Type: [Hayes b odem

Baud Fate; [115200 "’]
Bitz Stops Parity
=7 @ 1 ("1 even @ none
@ 8 oz ) odd
Flows Control
@ Mone () Hardware () ¥onoff

Inzoming call management

[ Mo rezponse

~)

[ Incoming call only

] Relet
[ ¥ oice Modem
[7] Fax Modem

Carrier detect [DCD]

[ todem parameters... ]

b & communication 0
time [zec]:

Click on “...” behind the ticked GSM/PCS Modem checkbox.

|
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Then configure the following parameters according to you SIM card / Network operator

e Select a country
e Select the provider

e Enter the PIN number associated to the used SIM card

r ~
GSM/PCS Modem parameters l Pl
G5M Service Provider
Country  [nhone) -
Cancel
Generic GSM-5MS5 -

Frovider forced

SMSC number

[ write: number to SIM card

PIN Murber SMS format
@ &utn  (COPDU O Text

Parameters

[ Incoming call identification
[ Processing of received messages: cycle [sec)

Call acknowledged |
Call denied

Team changeover End

Metwork information
Signal:
Operator:

tdin walue [0-31]: 5

Commands
i It string: ATED

S

After the configuration, the settings should be similar to the screen below (in the example below the

French GSM Provider SFR was used).

,

GS5M Service Provider m
Country  France
Cancel

5FR France - GSh

[ Pravider forced
SMSC number 33603001390

[ vérite rumber to SIM card

PIM Humber SME format

ene @ Auto

Parameters
[ Incoming call identification
[ Processing of received messages; cycle (sac)
Call acknowledged

Call denied

Team changeover End

Metwork. infarmation
Signal:
Operator:

Min walue (031 5

Carnrmanids
Init string: ATED

Confirm with OK twice.
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Afterwards the GSM Modem will initialize.

-

Communication

Ports |D1'E|Iir1g | Drivers

COk14

1 | i

|ritialization....

—
|

[ Add... ] [ Properties. .. ] Remove
[T Communication log
| ok || cancel || eply Help

The Modem status will show as ready when the configuration is OK.

-

Communication

A=)

Forts | Digling | Dirivers

CoOmr14

b adem ready

1 |

I

[

Add...

] [ Properties ... ]

[] Communication log

Rem

ave

F

oK

H Cancel ]

Apply

Hel

=]

|
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2. WIFI / DIRECT MOBILE DATA CONNECTION communication

For the communication between ALERT and a smartphone using a WIFI connection, 2 communication
ports must be opened. Please modify the firewall/s configuration.

TCP Port: 8123, incoming
UDP Port: 8500, in both directions

Note: The port numbers are arbitrary, the numbers 8123 and 8500 are the default ones.

——————————————————————————————————

Firewall

TCP Port 8123

< UDP Port 8500

Smartphone PC with Alert
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3. WEB / PUSH communication and AlertMobile Gateway

The communication between ALERT and a smartphone over a web connection, using the push
notification service, a separate tool of MICROMEDIA International is required.

The AlertMobile Gateway is a Windows system service which provides a gateway between the
ALERT server and the Android/Apple push notification server through the internet.

ALERT transmits alarms to the AlertMobile Gateway service. This tool transmits the alarms to the
smart phone using the according notification service (Google cloud messaging for Android or Apple
Push notification service for Apple).

Please note: to use AlertMobile Gateway in addition to ALERT, version 3.6 Revision 1 build 23 or
later is required.

The following diagram will show the network configuration.

WEB

Notification: TCP 5228

\ Firewall

Duplex: TCP 8732

Notification

F 3

Y

Request: TCP 8080

v

or

")

Smartphone PC with AlertMobile Gateway i PC with Alert
(Can be on the same computer) !

Following TCP ports need to be opened in the firewall.

Between ALERT and AlertMobile Gateway service (only, if both are not installed on the same
machine)

e TCP Port 8732 in both directions (incoming and outgoing) on both computers
or

e TCP Port 8080 in outgoing on Alert computer and incoming on AlertMobile Gateway
computer

Between AlertMobile Gateway service and the Internet / Web
Push notification service:

e TCP Port 5228 in outgoing

Between AlertMobile and ALERT or AlertMobile Gateway

e TCP Port 8080 in incoming

|
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Additionally

e Please allow to use the SSL protocol in the firewall settings.
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The Installation of the AlertMobile Gateway service

Please execute the “AlertMobile.Gateway.Setup.msi” with administrative privileges on the windows
computer, compatible with Windows XP and later. The installation file is available on the DVD in the
folder Autolnstall or on our web site.

r 3
12 AlertMobile Gateway lﬁJ @_Iﬁ

Welcome to the AlertMobile Gateway Setup [l
wizard =Y

The installer will quide yau through the steps required to install Alerttdobile G ateway on your
computer.

WARMIMG: This computer program is protected by copyright law and international treaties.
Unautharized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law

'ﬁ AlertMobile Gateway -"M EIEI&J‘

Select Installation Folder [l _

The installer will install Alerttobile Gateway ta the following falder.

Tainstall in this folder, click "Mext". To install to a different folder, enter it belove o click "Brovese’".

Falder:

C: b \Alerthd obile G ateway Browse..

Install AlertMobile Gateway for yourself, or for anyone who uses this computer:

@ Everyone

() Just me

Cancel ] [ < Back ] | Hext » |

1] AlertMobile Gateway — ——_— @J E‘_IéJ

Confirm Installation A

The installer iz ready to install Alerthd obile Gateway on your computer.

Click "Mext" to start the installation

Cancel ] [ < Back ] | Het »

|
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After the installation of AlertMobile Gateway, a separate Windows service was created, see
screenshot below.

Fichier Action Affichage 7
e |EEc=zEE »enwp
£ Services (local) :, Services (local)
AlertMobile Gateway Nom B Type de démarrage Etat Quvrir une session e
. . 3CK Phonebystem Manuel Systéme local
ﬁ;i:i\::wice £, 3CK Phonebystemn Call History Manuel Systéme local
. 3CK Phonebystern Conference Room Manuel Systéme local
£ 3CX PhoneSystem Configuration Service Manuel Systéme local
DESUiF'tiEf” : £ 3CX PhoneSystem Database Server Manuel Systéme local
‘:iﬁr\:zgg:i?s:“:?&ﬁ:ii?e f::; . 3CX PhoneSystem Digital Receptionist Manuel Systéme local
command from Mobiles. 4 3CK PhoneSystem FAX Server Manuel Systéme local
4 3CX PhoneSystem Media Server Manuel Systéme local
£ 3CK PhoneSystem Parking Orbit Manuel Systeme local
4 3CK PhoneSystem Queue Manager Manuel Systeme local
£+ 3CK PhoneSystem SIP/RTP Tunneling Proxy Manuel Systéme local
L Acces du périphérique d'interface utilisateur Manuel Démarré  Systeme local
L Acquisition d'image Windows (WIA) Automatique Démarré  Service local
L+ Adobe Acrobat Update Service Automatique Démarré  Systéme local
. Agent de protection d'acces réseau Manuel Service réseau
L Agent de stratégie [Psec Manuel Démarré  Service réseau
Sl AlertMobileGateway ________________________Automatigue ___Démaré_Systéme local __|

This service can be started and stopped.

If you want to change some parameters from AlertMobile Gateway (there is no configuration GUI),
you have to stop the service, open the file “AlertMobile.Gateway.WindowsService.exe.config”.

The port numbers can be modified in the section userSettings:

“<use

<A

rsettingss

lertMobile.Gateway.WindowsService.Properties. Settingss

¢setting name="ServiceHost" serializeAs="String":
<valuerlocalhost</values

</setting>

<setting name="ServicePort" serializeAs="String">
<value>B732</value:

<fsetting>

<setting name="ServiceMobileHost"™ serializefs="String":>
<valuerlocalhost</values

</setting>

¢setting name="ServiceHttpHost" serializeAs="String":
<valuerlocalhost</values>

</setting>

<setting name="ServiceHttpPort" serializeAs="String":
<value>B838</value:

</setting>

<setting name="ServiceMobilePort"™ serializefs="String":>
<value>B838</value:

<fsetting>

<setting name="GatewayName" serializeAs="String">
<value />

</setting>

</AlertMobile.Gateway.WindowsService.Properties.Settingss

<fus

ersettings:|

Once the modification of the file was done, please start AlertMobile Gateway service again to apply
the changes.
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To use the AlertMobile Gateway in addition to ALERT, the following configuration in ALERT should

be done.

Open ALERT and switch to Configuration/AlertMobile.

4 ALERT

File Operation !Cunﬁguratiun b

Ej ITIT 0 On-call management... ,g (7]
| User profiles... n® Alat ©
ALERT LIzer statuses...
=- & PORTGLY
EI% Superyi AlertMobile
LB Tac
__ 1 Communication...
I Vocal zerver...
E'ﬁ Or-Call Options...
a Usze Applicati
: pplications...
GrD
& Toolbar...
Record messages by telephone
Select Gateway on the left list.
IrSretup g1
Alarms Gateway
%L.:Eiervision [ Use gateway
Advanced _ -
About Name: PORTGLY
Host: localhost Port: 8732
|:(:):| Lutomatica ecommende
Host: Port: (B0
User:
Password:
[ ok || Cancel
| 16/05/2017 AlertMobile Configuration Guide | 20/35 |




Check Use Gateway, to activate the connection between ALERT and AlertMobile Gateway.

Now, the host address of the AlertMobile Gateway machine can be defined (if it’s the same
computer as ALERT is installed, please use either localhost or 127.0.0.1).

[ Setup Iﬁw

Alarms Gateway

Supervision Use
gateway

WIFI V]

o

Advanced

About Mame: PORTGLY

Host: Port: 18732 =

[] Use HTTP connection

Host Port: (20
l=zer:
Password:
| ok || cancel

e

ALERT communicates with the AlertMobile Gateway on TCP Port 8732 by default (please change it,
if you have changed the configuration of AlertMobile Gateway configuration).

If you want to use HTTP connection (port 8080 will be used), please check Use HTTP connection, for
activation. If the HTTP connection requires a specific proxy server, please configure it manually.

The computer/server running the AlertMobile gateway needs to have access to the web / internet
(in order to send notification to the smartphone) and have to be reachable from the web (in order to
process the commands coming from the smartphone).

Pelase find more information about the push notification services here:

http://developer.android.com/google/gcm/gcm.html

http://support.apple.com/kb/TS4264?viewlocale=en US
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AlertMobile 3.7

1. Installation

Please download and install AlertMobile 3.7 from the android play store or the apple app store on
the smartphone. In this document, only the installation and configuration of the Android phones are
explained. For iPhone it’s nearly equivalent.

Please Note: According to the new iOS 7, some parts of the security functionality won’t work
anymore. So the man down features are disabled for the moment.
Don’t worry, we are working on it to find a solution.

AlertMobile 3.7 is available for Android smart phones on the Android market, here:

https://play.google.com/store/apps/details?id=com.micromedia.alert.mobile&feature=search result

H#?t=W251bGwsMSwyLDEsImNvbS5taWNyb21IZGIhLmFsZXJOLm1vYmlsZSJd

2. 1st Steps

After pressing on the AlertMobile app to start it, you will be asked to check the mobiles phone
number, please make sure that this number is in the same format as in ALERT, e.g. in ALERT:
+49111222333 then in the mobile it should the same format with +49.

How to find the General window, will be explained later below.

User record Ii‘éj
|dentification
I arme: First Marne:
J0NES] Sam
Language: Clazs:
Englisch [USA) - [Dperalion v]
Meszages...
[ wirtual user |D: 002 Code: o
Dty status

[ Off duty, substituted by:

O Schedule...

Mobhile dialnumber

/11?11}".13113‘

Registration 1D

APAS1bFIGSXNLJKPetgRRZoZbY-
Z4NQGojVIizZ-mFvCaFR_IGJATxXFK5-
afByH1077CC_N5ruGUVKHXONIFJND1r3T
geHIIDIcQojt7Q1fYkGUdIZyLC3l4deG2ok
CCabNSTr4UAaiPedUNGOiMBINEVjz 83

ZMg
Dial numbers: SMS
Id Type Numbera’W Callz Ack
W B 1 AletMobiednd. 112112112112 30 203008 | [. SMS Timeout 30
[ add. | [ Edt. | [ Dekete |
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https://play.google.com/store/apps/details?id=com.micromedia.alert.mobile&feature=search_result#?t=W251bGwsMSwyLDEsImNvbS5taWNyb21lZGlhLmFsZXJ0Lm1vYmlsZSJd
https://play.google.com/store/apps/details?id=com.micromedia.alert.mobile&feature=search_result#?t=W251bGwsMSwyLDEsImNvbS5taWNyb21lZGlhLmFsZXJ0Lm1vYmlsZSJd

When the dial number is configured, the Alarms screen will show the current alarms and their status.

.-’\\ [ ¥4

MMI Demo Fr 1/10/14 N

Temperature is too high.

\p’
\d’ MII\:‘IdI‘ZtJyemo Fr 1/10/14 >
Y’
Y’

test 1/10/14
Temperature is too high.

>

test 1/10/14
Humidity

>

Press on this symbol E in the left hand corner above to open the menu of AlertMobile.

AlertMobile

Features A5 Features

A Alarms e

° Alarms, to Ack / deactivate (mask) alarms received by ALERT

< Supervision \F’ HMU‘ ° Supervision, an overview of tags and tag groups of ALERT

Operator

° Status, to change the user status in Alert (not - /available)

° Safety, to use the smart phone as a lone worker device

U Safety Preferences

) Preferences, to configure AlertMobile, find a screenshot
below with the explanation.

About

® About Information about the AlertMobile Version

Operator

& Status

Preferences

# Preferences
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3. Preferences of AlertMobile

= Preferences

To modify the dial number
and to get the registration ID

General

To create or manage ALERT server and to

Sites select the connection type
-r - Notifikation settings, SMS management
Notification ° o =
and WiFi bort modification
Ca" Alarm reset and acknowledgement settings
M Selection of the ringtone for incoming
essage notifications
Alarm

Lone worker feature, to set the time before
Safety sending an alarm to ALERT when there is no
movement of the phone anymore

Restrictions To manage restrictions of the AlertMobile
app interface, e.g. don’t allow a user to quit
the app.
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Interaction with ALERT

For the communication with Alert, the smartphone must have an ALERT address. According to the
used connection type, either the number of the GSM Modem or the IP-Address of the ALERT server.

o

r"r.-r.?
N ‘r__..w""‘ Fublic IF Address
if PN “
|‘ L] 'l\‘
e .
-7 Internet RN
P nterne -
. t
ry ™~
H < > = <
L ]
‘-\. iFi -
Smartphone . WiFi - Internal IP Address ALERT Server

Y
e,

% (‘r) _

SMSC Server/BTS  ~=a

GSM Modem - own dial number

TIP: An easy way to configure AlertMobile (with GSM Modem), trigger an alarm in Alert. The
connection between the smart phone/AlertMobile app and ALERT will be created automatically
(Site and server will added to the AlertMobile app).

To add an ALERT server (Site) manually to AlertMobile, please open the Preferences window and
then go to Sites:

Click on the + sign to add ALERT Server.
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1%, give a name for the site:

Site
e e

Name:

| ALERT Server |

Confirm with the check sign on the right corner above, following window will open:

Warning

No connection is defined for
this site.
Do you want to create one?

Cancel oK

Confirm with OK.

The connection type list will appear.

X ALERT Server -

™ nrt 1 5=
COIINCCLON l-:y e

SMS

WIFI

WEB

Please choose the connection type you want to use.

Below you will find a description on how to configure the different types.
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1. GSM Modem / SMS connection between ALERT and AlertMobile

Enter the GSM modem number (calling number of the SIM card of the GSM Modem)

& ALERT Server v

Address:

I 2537825378 ]

Click on , to confirm.

The SMS data connection between Alert and AlertMobile is now configured and ready to use.

2. WIFI / DIRECT MOBILE DATA connection for ALERT and AM

Please enter the IP-Address of the ALERT Server.

& ALERT Server v

WIEI

Address:
[192.168.178.20) ]

Port:
8123

Click on , to confirm.

The WiFi connection between Alert and AlertMobile is now configured and ready to use.

To check if the connection between ALERT and AlertMobile is OK, please have a look at ALERTs
journal. You should see the following 2 lines:

171214 COMMECT SOCKETY : Alerttobilehfifi »>»> 192 168.178.20:8500
171215 [IMFO Alerthd obileirfif - WIF] connection : JONES SAM (IP=192.168.178.35)

If there is a connection issue, please check the firewall settings on the ALERT Server and all others in
between.
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3. WEB / PUSH connection between ALERT (AlertMobile Gateway)
and AlertMobile

Enter the public IP-Address or DNS name (reachable from the internet) of the server where the
AlertMobile Gateway is installed (e.g.: am.micromedia-int.com)

& ALERT Server >

Address:

[ am.micromedia—int.c0m| }

Port:
8080

>
After the IP address or DNS name was entered, please click on Next .

A new screen with the ALERT server/s connected to the AlertMobile Gateway and where the phone
number is configured for an operator in ALERT will appear. (Section Alert driver Web
communication).

In the screen below you will see all ALERT servers connected to the AlertMobile Gateway.
Please choose the one you want to monitor/manage with your AlertMobile phone.

& ALERT Server v

Alert server
IS hivoChvel

MMIWEBSERVER

& ALERT Server v

ELLE SELVE]
e TS WS

MMIWEBSERVER v

Select the server by long clicking on it (it will get a check sign) and click on to confirm.

Now AlertMobile is configured to communicate with ALERT over the internet by using the push
notification services.
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4. Connection / Site overview

Once the connection types are configured, you can find them in Preferences\Site\<Site Name>.
By doing a long press on the configured connection you will get additional functionalities:

e Rename, to rename the connection type name
e Default, to set the selected connection as default communication connection

Server

Rename

Default

Features

1. Alarms and Alarm Notification

Alarm Notification

When an alarm in ALERT is triggered, then a push notification message will be received on the
AlertMobile application. Here you have the possibility to manage the calls:

e Acknowledge the call — Call accepted
e Not acknowledge — Call denied
e Hangup -Ingore

ALERT Server

Temperature is too high.

Call accepted Ignore Call denied
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Alarms

Here you will get all ongoing alarms and their status according to the selected site.
Also it’s possible to acknowledge and deactivate alarms.

Press on the Alarms sign to access the alarm list. Afterwards, choose the Site
(AlertServer) if there are more than one existing and log in with your user name and password (when
set).

= All sites S o X Login v

“= All sites

(7

ALER ervel
ALLR I eVl

Yr 05:56 PM o Connection
SPS Demo 2013 MMIWEBSERVER 4
Y’ 11:14:01 > i
Water Tank .
Jones Saml
Wind Farm Password
ALERT Server Password

After pressing the check symbol B to log in, you will see the selected site with all the ongoing
alarms.

1D
=

ALERT Server 1:05:56 PM

Temperature is too high. >
ALERT Server 113401

Humidity

To acknowledge or deactivate alarms, please click on the Pencil sign '
The following screen will appear.

UL

ALERT Server 1:05:56 PM
Temperature is too high.

ALERT Server 11:14:01 AM
Humidity

Please select the alarm/s you want to modify by pressing on it. A check sign ¥ will be set behind the

v ALERT Server n v
selected alarm: ‘ Temverse s ool

Press the check sign B4 for alarm acknowledgement and the deactivation signm for alarm
deactivation.
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To get more information about a specific alarm, please press on an alarm entry in the alarm list.

_//AIL/ Alarm
ALERT Server 1:05:56 PM Date 3/24/1411:14:01 AM Date 3/24/141:05:56 PM

(7

Temperature is too high. >
State Active ack State Active no ack
ALElRT Server 11:14:01 N
Humidity Rt ]
Priority 1
Value 31.3°C
Value 87 %
On the right side you see the Humidity Message:
alarm information, with the message field, s s
the value of the alarm, the alarm date, _ _
. Temperature is too high.
its state, etc.
Humidity < ® )
Here it’s also possible to acknowledge
and deactivate E the alarm.
Ack
Date 3/24/1411:37:59 AM
By ALERT
® >’

2. Supervision

The supervision screen provides the default view, a list of alarms and their values.

For android phones it’s possible to create your own supervision screen (xml based) for each site.
To get the alarms shown in the supervision screen, please make sure that the alarms in ALERT are
assigned to the AlertMobile alarm group.

Please press on the supervision button to open the screen.
Then select the Site -> alarm group -> alarm sub group and you will get the overview of the
alarms in the according group.

= ALERT Server ~ & ALERT Server - € ALERT Server oy
| Supervision. | Supervision (AlertMobile) Supervision (AlertMobile/Grenoble)

(72
7

Temperature o
. > Y 31.3°C
AlertMobile > Grenoble 3124/14 10:47:08 AM
. Humidit "
Paris > 1 UT: 1',’,: i3 P 87 %
Disk C:
Lyon > 3/24/14 10:47:08 AM 0
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Some further examples for own screens below, in the first one can be switched a light on and off as
well.

Wind Farm

Temperatur: 50

Beleuchtung: ]
—_— -
-
Windgeschwindigkeit: 35
| —_—
— Momentane Leistung: 1
Feuer: 1

Status: 0

™
Please note: click on the refresh button to get the actual tag information, it won’t be updated on
entering the screen.

3. User status

The user status can be managed by clicking on the sign.
All the status options is AlertMobile getting from the ALERT server.

r B
User statuses M
Status & P R M ol
Dispanible E S Disponible v
Indizponible - - - -
In meeting b * - -
Hel . .
On vacation Koo K- Indisponible
In maitenance = ° ° ° [—]
Delete
In meeting
Parameters of selected status
Mame:  |n maitenance On vacation
Feceive alarms [4)
[T Only pricrity alarms (P) In maintenance
[ Call as relisf user [R)
[T Receive messages (M) In business trip
L —

Please select the Site, and press on the Pencil sign Ed to select the status. Follow the instructions to
confirm the status change.
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4. Safety

The Safety or Lone Worker feature of AlertMobile allows to help humans amongst others in an
emergency situation. For example if AlertMobile doesn’t detect any smartphone movement or
detects that the phone isn’t vertical anymore (implying that the person is lying down), it will send out
an alarm after a pre-defined timeout.

Additionally, the user can send out an (emergency) alarm or this can be done by a watchdog when
not reacting on it anymore automatically. Then AlertMobile will send an alarm with its location
information to ALERT. Consequently ALERT server will trigger an alarm and a user according to the
on-call management configuration will be warned.

To access the Safety, please press on U _Safety sign and select the site.

O®

Voluntary Immobility

° Volontary, to force an alarm call to Alert
. Immobility, will send out an alarm (after an timeout)
if there is no movement anymore

° Verticality, will send out an alarm when the user /
mobile phone is in vertical position, e.g. man down

Watchdog, this feature forces the user to press the
watchdog button every time period, making sure the
owner of the smartphone is still alive and safe. The
timeout period can be defined individually.

Note: all functions can be used in parallel, e.g. the Immobility
and Verticality modus at the same time.

Vertical Watchdog

The alarm process of the Verticality, after setting the timeout in “Preferences -> Safety -> Time
before sending alarm” and pressing the Verticality button the time will count down.
At the end AlertMobile is sending an alarm with the location information to ALERT.

Vertical

Vertical Vertical Vertical

Vertical
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Watchdog

To configure the watchdog, click on the icon and set the timer, left site hours, right site minutes, in
the example below there are 5 minutes set. Then select if you want to press a button to notify alert
(manually) or if AlertMobile should do it for you (automatically).

After confirming automatically or manually the timer will start counting down.

12:01 AM:00 f"
A\
Watchdog
o1 o

Voluntary Immobility

Do you want notify Alert automatically or

manually at the end of the timer

MANUAL  AUTO

CANCEL 0K

Vertical Watchdog

Watchdog

By manual notification the screen below will appear, please press the send button to notify ALERT,
e.g. that you are still alive...

Watchdog

Click to notify Alert of your presence
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APPENDIX A - Symbol description

ENENRNEROSNRQRN®

Refresh the site

Edit an entry

Acknowledge an alarm
Deactivate an alarm

Go back to the previous menu
Confirm Operation

Add e.g. a Site

Back, previous view

Forward, next view

Send a log file by email

Cancel

Quit the AlertMobile application

|
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